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Exam Answers
Question One
During the implementation of any given system, it is important to come up with vulnerability assessment reports indicating the strong and weak points that can be put into consideration before rolling out. Vulnerability assessment tools are important in the testing of a system, and it is important to identify key components of the desired system that need testing. This section will concentrate on the strengths and weaknesses of two vulnerability testing tools (network and database testing tools) in three scenarios. 
Part A
The strength of network testing tools, in this case, is apparent. Considering it is a system that relies on the flow of information in the workplace, one of the things that should be checked is the level of security used to ensure that the data in the working environment is transferred safely. The use of a network-testing tool, in this case, is important when it comes to monitoring the traffic involved, as well as to test the strength of the system's codes.  in a large sized organization the amount of data involved is enormous and ensuring that the safety of the data is not compromised is imperative.  Thus, The use of network testing tools such as HackerProof is an analysis tool whose benefits to a large organization such as the DOD cannot be overstated. Hacker Proof assists in the prevention of intrusions and "drive-by attacks."  hacker proof uses the Sutelinspector technology to eliminate the drive-by attacks.  The tool guarantees that all the visitors of a certain website meet the standards set by hacker proof.  Further, the tool conducts  ‘Vulnerability Scan' to ascertain any security holes. The can is conducted daily (Gajjar, 2019).  While the tool is quite powerful in packet sniffing and detecting weak points that may be used by hackers maliciously, it cannot be able to ascertain the level of strength concerning database management. Database testing tools can be of additional value, but not as valuable as network tools since they can detect unusual traffic in the networks. The structure of Hacker Proof   enables automation to portable computers, making it possible to analyze numerous similar but geographically separated installations consistently and in as much depth as the subject system warrants
OpenVAS is a vulnerability assessment tool that serves as a central service for vulnerability scanning as well as vulnerability management.  As earlier stated data protection in large organization is vital as lose of information could be detrimental not only to the organization but also those affected.   support of different operating systems is one of the primary benefits of OpenVas. Further, OpenVas scan engine is continuously updated with the Network Vulnerability Tests. Moreover, with the use of Openvas an organization can easily identify any security issues in its servers as well as in any other device of the network at any given time.  OpenVas finds common vulnerabilities super-fast giving a concrete report at the same time.  With these, kind of advantages Openvas is an ideal vulnerability assessment tool for large organization .however, just like Hacker Proof this vulnerability assessment tool has its weaknesses.  The plugins of OpenVas are not often updated for the newest vulnerabilities, hence misses most of the latest vulnerabilities. These vulnerabilities would be costly to a  large organization. Although OpenVas supports different operating systems it does not support all of them. This means that an organization would have to use an operating system supported by the tool.  The tool cannot properly perform further, credentialed scans.  
Part B
For a system to function effectively in different branches, it is vital to ensure that the central database holding most of the data used by the system is well created and managed. Database testing tools seek to ensure the information saved cannot be lost or stolen, therefore having an upper hand compared to network tools which may be unable to check the integrity of data in the database. The use of regression test tactics while testing relational databases is imperative as the tests identify strong and weak points in the system being implemented, thus making database vulnerability tests a crucial process in this case. The amount of information saved in a central database for a large organization may prove to be risky if the database has not been well tested. Database testing tools may be the go-to option when researching about the optimization of the system's database, but weakness can be noted in the testing of the network. In a world that cut throat competition is the order of the business world. A cyber-attack can paralyses or kill a business due to theft of business secrets hacker Proof is a tool that benefits many middle-sized companies.  One of the primary benefits of using hacker proof for middle-sized firms is its exclusive services.  Hacker proof provides different business with exclusive security services customized for a particular business.  Further, the tool allows businesses to scrutinize their visitors with communication with a web-based management tool with HackerProof.  Hacker Proof also has an influential on-site reassurance.  One only requires a single rollover to get a complete "diagnosis "of every security detail regarding a site. This does not entail being diverted to a different site  (Gajjar, 2019).  Nevertheless, Hacker proof has shortcomings with regard to middle-sized businesses. As earlier stated hacker proof cannot be able to ascertain the level of strength concerning database management. This is a major weakness for the tool. 
Openvas is a great vulnerability analysis tool for medium-sized business.  These businesses have branches in many parts of a country and thus they have immense data. It is the responsibility of any business to protect its data and that of its consumers from hackers and other malicious persons.  The tool provides medium-sized organizations with advanced scan options.  For instance, with OpenVas an organization can schedule future plans as well as set its target IP address.  Further, OpenVas shows he identified vulnerabilities in a medium-sized business, risk rating as well as CVSS score (Vaughan-Nichols, 2019).   OpenVas also prioritizes the vulnerabilities for the business as they are ordered based on their risk level.  However, OpenVas has poor policy management as compared to some other network vulnerability scanning tools. Further, patch management of the tool is quite poor.  Patch management is integral in medium-sized businesses as that enables a business to repair any discovered system vulnerabilities. However, businesses cannot use OpenVas to patch manage their vulnerabilities (Vaughan-Nichols, 2019). 
Part C
In this case, a balance can be noted in the reliability of both vulnerability testing tools. Network testing tools may be needed to ensure that there are no intrusions that may lead to misappropriation of data or information. It is always recommended to have safe living and working environments, therefore, making network safety important. Database testing tools are equally important, especially for small business firms relying on a central database. Information is crucial and deserves to be kept safely for future reference.  Every business requires a network-testing tool regardless of its size.  Expansion, consumer satisfaction and growth are vital objectives of every business an organization across the globe regardless of their size. One of the primary benefits of HackerProof to small sized business and any other business is that the networking tool does not compromise on a business's traffic rather it focuses on "Point-to-Verify" an exclusive technology that allows the visitors of a website to prove that it is authentic (Gajjar, 2019).  The "Point-to-Verify" has been designed precisely keep the traffic of a site as well as sales flowing without any prying.  Further, HackerProof Trust Mark is extensively recognized by the brands globally due to the elite security services it provides businesses. Further, since Hacker Proof analyzes a website's security from the guests' point of view it is able to provide the business with a "Next Dimension."  This enables a business to adequately emphasize on the security of their website.   Further, Hacker Proor has a 90-day trial period that gives small businesses adequate time to use and experience the tool prior to making a decision on deciding on whether to purchase it or not (Gajjar, 2019). However, Hacker Proof has its shortcomings in regard to small businesses.  Many small businesses might find it expensive since the networking tool is mainly used by renown brans and it is quite expensive to acquire and maintain. this would require an organization to hire experts which would translate to more costs for the business.  
OpenVas has several strengths that make it viable to be used by small-sized businesses. OpenVas has a free version, which can be used by many small-sized businesses to save on cost.  this feature makes it one of the best option for small scale enterprises since the businesses do not have limited data (Vaughan-Nichols, 2019).  Further, it is also used friendly and it would not require the organization to hire an expert to run it.  The vulnerability assessment tool also delivers its results fast.  Nevertheless, it also has its shortcomings (Vaughan-Nichols, 2019). One of the primary weaknesses of the tool is that its free version lacks certain plugins. Without this plugins an organisation oud was not able to identify certain vulnerabilities exposing it to cyber attacks from other businesses as well as hackers.  Further, it is impossible to perform properly credentialed scans on this tool.  As earlier mentioned it does not support all operating systems and for a business to use it is obligated to acquire an operating system that matches with the tool. 
Question Two
Criteria Creep is an important aspect that is sometimes overlooked and may lead to distortion of information which may lead to the general inaccuracy or loss of data and information. The most imperative way of minimizing data loss in such scenarios is by the use of common criteria procedures which are not only effective but also comprehensive and efficient. One major advantage of using this methodology in the handling of criteria creep is that this general process, making it very important to analyze criteria creep using common criteria tactics, enhances data security and integrity (Kolze et al, 2011). One major advantage of using this methodology in the handling of criteria creep is that this general process, making it very important to analyze criteria creep using common criteria tactics, enhances data security and integrity. CC is reliable as it specifies insecurities in the IT system. It prevents unauthorized disclosure and unauthorized modification. CC doesn't solve all security problems. It only solves problems on securities of IT communities   
Another benefit is the fact that the methodology ensures cost effectiveness as the distortion of information may lead to more expenses. By enhancing data security, processes that rely on the integrity and accuracy of data or information provided. In this case, time can be also be considered as an important factor concerning indirect costs. If information provided suffers from criteria creep, it will take a lot of time and resources to solve that problem, therefore making common criteria methodology as a vital step in the right direction. The only major drawback lies in the fact that the evaluation doesn't focus on the algorithm assessment if the information concerns existing systems and not publications(Kolze et al, 2011). While other sections can be properly evaluated through this methodology, the assessment of a system's algorithm structure may prove to be an uphill task. The other benefit of common criteria is the underlying improvement of all SDLC processes that mature naturally as a portion of going over the activity.  Through the common method is evaluation of  products is based on selection level assurance. Common criteria is good at the identification of inconsistency in documents as it is good in document insensitivity.  Significantly, the common criteria is cost-efficient.  It spreads costs such as the cost of time producing evidence and evaluator training to a large number of its users. Despite the fact that it is cost efficient it does not run without any flaws present and also it needs more thoughts. it is imperative that the common  criteria methodology  is improved. criteria method lucks automated tools. One primary drawback of this method is it has problems in checking integrity on documents. The installer touches some files thus changing the file digest consequently making this process questionable(Kolze et al, 2011).
The major recommendations I can offer are that the evaluations should be carried out periodically and not just once. On publications, the reliance on accurate data remains paramount. Research is very vital and always needs factual data for it to be successful. Criteria creep leads to the distortion of information, making research processes not just inconclusive but also inaccurate. On the drawbacks, I feel that combining the evaluation phase with the use of vulnerability tests can solve the issue.   it is also imperative that after the deployment of a product to the market elements that ensure traceability as  well as trust maintaining are set up.  I would recommend that various tests are carried out on the product to ensure that it conform to the vulnerability analysis.  vulnerability analysis  entails the identification of flaws that might have been included  in the development stage of the product.  therefore tests should be carried out to ensure that these flaws do no interfere with the performance of the product. 
Question Three
a) Protecting Data Privacy
The research project makes an important gesture towards elaborating more on issues concerning data privacy, especially while using third-party applications such as Facebook. It is noted that even if one is aware of how an application performs, it is hard to detect data exfiltration, an issue that has recently put Facebook in a bad light recently. The impact of the research findings presented in this research is not only comprehensive but also direct. In the future, it will be imperative for websites and applications to comply with data security and privacy policies set to safeguard the interests of the users. This resolution can be achieved by the implementation of an enhanced security system that relies on access control lists and the human auditing of the application's codes.
b) Who Watches your IT Guy?
I believe that while IT personnel should not have super-user access to every section of the systems involved, it is important for them to have administrator roles in major sections of the systems in their organizations. In a case where the organization in question has a huge workforce, troubleshooting processes during moments of system failures may prove to be a challenge for the IT gurus. It is vital to note that it would be hard to be a system administrator and experience constraints in administrator roles. WatchIT proposes to reduce the privileges of a systems administrator, but this may eventually lead to the inefficiency of the administrator's roles. It is imperative to note that organizations that deal with a huge labor force are more likely to experience system failures due to the nature of the information conveyed. Moreover,  threats do not only come originate from the organizational IT department.   Threats can originate from external sources. The access of external sores or people to the information of an organization should be strictly limited.  Further,  the work should divided in an organization. this makes it easy for one to be held accountable for if anything goes wrong in the information they are in charge of. Only authorized personnel should have supervised access to the information of a company. However, it is only logical for IT administrators to be held responsible for some of the malicious activities.  According to Shalev et al,  (2017) 44% of cyber-attacks in organizations originated from malicious IT personnel.  This is quite a big number.  Thus, the IT administrator in an organization should not be ethical but also moral. The organization should at all times come first regardless of the situation.  Conversely, automatic management tools should not come with super user privileges as it is normally the norm. Since IT insides can tamper with the scripts of only chosen IT personnel should have supervised access to the automatic management tools.  This makes it simple to catch an insider. 
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